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Introduction to the Speakers
Tony Richards

e Standards and Assurance lead for the Global
Digital Marketplace programme.

« An advocate for the use of digital and technology
standards to drive digital transformation.

Cabinet Office



Introduction to the Speakers

Paloma Jain

« Senior User Researcher with expertise in testing
of procurement related services.

« Works with international governments on
embedding user research practises on all
projects.
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Introduction to the Speakers
Ben Vandersteen

« A career technologist in development and
architecture.

« Worked on developing the UK Digital
Marketplace to support the UK Government's
digital transformation 25

Cabinet Office



Learning Outcomes

By the end of this session, you should be able to:
1. Understand the importance of standards setting in digital transformation;

2. Consider some areas where standards setting could be of use to their
organisation.
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Working with Digital Penang.

How to add value to standards
development.

O

Global
Digital Marketplace



Who are Digital
Penang?




Why iIs standards
creation
important?



Standards in government help teams follow
best practices when designing and building
services. They can also be used by a
central function with financial controls or
other powers to ensure that all services
meet a minimum level of quality.




Three tips
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Keep it multi-disciplinary up front
Link to partners aims

Research early, research often

Global Digital Marketplace



What guidance on

What Penang State AL pfarsonal data sharing currently Hard to share,
guidance on ?neu:ffa:lt, Geospatial par-tlculars EE RN by default, only ~ partof PDPA -
data sharing through Data Sharing (eg: rl;arne, Ic (Penang Open Data for others, must go needs to be
currently rotof:’ol Policy number) L0 o Bl eenom through protocols more clarity
exists? P OF INFORMATION around PDPA
ENACTMENT 2010
How does Open data
” Statistics and Data
data sharing platform, but e sharing are done pdf Map
currently take most of the “":' b e through various
place? time on spreadshee s document services
request (eStastistik) b)
Open Data portal
(data.gov.my <)
Buku Data Asas Sosio
Ekonomi Negeri Pulau
Pinang (Penang In
What barriers are
there to data
. sharing?3. What : Mo data collected i
What barriers ~ Supplier barriers prevent data How can  dutasnaringamong - 30 o0t "
are there to el Panang Government Legal We €NSUre available, could be B
data sharing? with API organisations and compliance 1 L ] difficulty of Ixt‘ractlng
ta d d agencies? a) lt IS reasons such as no information from
standards Data and statistics are baseline data, data database,
provided by relavant secure. privacy etc confidentiality
agencies specific to
no articulated :om?tmi nt af:d .
guideline on AL L
permission available technology Tender
access layers ‘k‘::'“ ) data not Lot's of data policy
per/provider agreement needed
Open. for a small amount

of data sharing.

Official
Secrecy Act
and Freedom
of Information
Enactment



Bonus: Introduce and embed a new way of
working

Global Digital Marketplace



099 Board v

Icebox

TEMPLATE
Q3 Template =

(s
Conversation with Licensing
department

[ce—
Plan out testing with DISC.

[————=]
User research on SysP

[
Exploring the possibility of using this
guidance with other agencies.

TC

+ Add another card =]

https://trello.com/c/XSZTEdB4/10-vendor-guidance-sections-list

Penang/GDS Free

Prioritised =

Find good examples of
documenting your APIs

€

Find the code style guide you would

like to use for APIs
-

Set up meeting to review and sense
check "Vendor Guidance" to finalise

final version.

ADR Template
&\
/
[Sam—]

Review Vendor Guidance and check
with Tony

TC

[——]
Considering steering committee
committees

-+ Add another card

@ Private

AR agfE-Yi0 9 43

Doing

User research on user research
standards

(-

+ Add another card (=}

Invite

Review &

[
Finalise Draft UR Standards

& 1314

"Vendor Guidance" sections list

m

< =D
Finalise Draft API Standards

® = 01 o7

Tony to Contact James O'Neil about
talking to digital Penang about
TDLN.

® AR

+ Add another card

Penang Digital Standards

@ Butler (12 Tips)  +** Show Mel

Done **

Check Translation options

® AB AR

Share UR Synthesis on "Vendor
Guidance" UR with GDS Tech
Community.

[&)
Apply UR to suggest changes to
Vendor Guidance (in tracks for
'subjective’)
®

AB AR&‘)JO ?Orc

Tony to finish accessibility section
® AR
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Research
Identify need for : existing
standards et buyin standards from
3 , __other contexts |
Createa | Remove
collaborative irrelevant Fill in the doc
document with headings with collaboratively
headings research
F 4
Emphasise T: E.L.ak
MVP and More research Add/ F?élﬁ'lnve /
evolution
q P Improve
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Keep it multi
disciplinary up
front



Example API Standards and Guidance  © &
File Edit View Insert Format Slide Arrange Tools Add-ons Help Lastedit was 2 days ago

~ B B Present

+ v @& T Q- k[T E-Q N~ [ Backgound Layout~ Theme Transition
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Desk Research 1 -

Desk Research 2

12

Desk Research 3

13
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= UK GOV National Data Strategy:

- National f /.
GOV.UK:
VUK AP ign idan llection
L e Service Manual AP section
API Catalogue:
Iphagov.github.i i I
- Blogs:
15
User Research
16
Private sector:
- http://18f qithub.io/API-All-the-X/pages/benefits of apis/

= -] https://bbvaopendu.com/en/actualidad/8-advantages-apis-developers



Link to partners
aims



Digital
Penang

Government

The complexity and challenges on going digital for government is ove due 1o variou

ctors such as the interplay between multiple institutions and Federal, State and Council level, legacy systems and processes, organizational

maturity and culture. Hence, istic ambition level is to focus on pros

255 of change rather than a pac

of change that engenders friction. The strategic theme and initial focus are primarily only on these 3 areas

Data Integration and Analytics Standards and Architecture Upskilling
data, and building the inte Rationalize and harmonize standards for systems ty and dershil champ transformation
sharing and towards analy towards a ¢ N ce delivery pl 1 and architectu

B Digital Penang 2




Research early.
Research often.
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APl & Vendor
standards



We spoke to 5 participants (5M, OF)
2Xx Junior developers

3x Senior developers

2 - 5 years tech experience

All aware of APIls (not experts)

Global Digital Marketplace



We did highlighter testing:

1. Read the document in your own time (~45mins)
2. Highlight useful or interesting info in green
3. Highlight unhelpful, strange or difficult to understand

info in red

4. Debrief 45 minute meeting to talk through highlights

Global Digital Marketplace




YUILATY THIITYidloc Wil Uit SstiviLo aliu pruviuc vaiuc.
We suggest using the guidance here to get an idea of the sections that should be included when
formulating your guidance.

Use REST
Follow the industry standard and where appropriate build APIs that are RESTful,

verb requests to manipulate data.
When handling requests, you should use [IllBIMBHIEE for their specified purpose.
One of the advantages of REST is that it gives you a framework for communicating error states.

Use HTTPS
You should use ' 1" when creating APIs.

Adding HTTPS will secure connections to your API, preserve user privacy, ensure data integrity, and
authenticate the server providing the API. The Service Manual provides more guidance on HTTPS.

There are multiple free and low-cost vendors that offer TLS certificates. [ElNSHMERE sure potential AP
users can establish trust in your certificates. Make sure you have a robust process for timely certificate
renewal and revocation.

Use JSON

Your first choice for all web APIs should be JSON where possible.

Only use another representation to build something in €xceptional cases, like when you:

a neood to roannect to a2 lenary cveteam for avamnle Aane that anlv 1icae YAMI

O 12:52 17 Nov "z

Provide an example of our Government
documenting an APl well

From imported document

O 12:06 17 Nov i

Here you have explained why you
should be using HTTPS, whereas below
with the TLS there is not explanation

From imported document

O 12:08 17 Nov W

Maybe provide an example of the most
used vendors? Would save time
searching for an appropriate one



What is good ...

Links to documentation (!!!)
Explanations for ‘why’ or ‘why not’
Showing examples

v
O 12:06 17 Nov @ 091318 Nov W O 12:23 17 Nov v

Here you have explained why you .
should be using HTTPS, whereas below It would be good if there was a link to Maybe provide a good and bad example

with the TLS there is not explanation something to explain the why's of this. to back up the points?

Global Digital Marketplace




What could be iterated for more
clarity?

Global Digital Marketplace



Standardize date / time format

It can be useful to use the RFC3339 standard to represent date and time in your payload response.
This helps people read the time correctly.

Use a consistent date format. For dates, this looks like 2017-08-09. For dates and times, use the form
2017-08-09T13:58:07Z or 2017-08-09 13:58:07Z.

Re-format the code so it’s clearer to read

Global Digital Marketplace



Use HTTPS
You should use HTTPS when creating APls.

authenticate the server providing the API. The Service Manual provides more guidance on HTTPS.

Secure APIs using Transport Layer Security [illSJl2. Do not use Secure Sockets Layer (SSL) or TLS
v1.0.

Update the out of date versions mentioned

Global Digital Marketplace




We recommend you should:

e create responses as a JSON object and not an array (JSON objects can contain JSON arrays) -
arrays can limit the ability to include metadata about results and limit the API’s ability to add
additional top-level keys in the future

document your JSON object to ensure it is well described, and so that it is not treated as a
sequential array
avoid unpredictable object keys i ' icti ients

e use consistent grammar case for| object keys - choose under_score or [EECIBaSEand be
consistent

Use consistent object keys to avoid confusion

Global Digital Marketplace



To provide user-level authorisation

Use user-level authorisation if you want to control which end users can access your API. This is suitable
for dealing with personal or sensitive data.

For example, OAuth 2.0 is a popular authorisation method in government, specifically with the
Authorisation Code grant type. Use OAuth 2.0 Scopes for more granular access control.

OpenlD Connect (OIDC), which builds on top of OAuth2, with its use of JSON Web Token (JWT),
might be suitable in some cases, for example a federated system.

Give more definition & explanation for words

Global Digital Marketplace




( :‘ Digital Penang Standards v

Technology And Digital Standards

Service Standard API Technical And Data Standards

The standard for services guidance and best practises Guidance for using APIs to build the best possible digital services.

Global Digital Marketplace



User Research
standards



We spoke to 10 participants in 10 sessions
All from Malaysia

1M, 9F

2x from Gov digital service teams

8x UX professionals (UR, Ul/UX)

Global Digital Marketplace
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2,

Performing USéFResearch

Work with your team to agree what you want to learn from a round of research. |

Start with the service owner or product owner reminding the team about:

The outcomes the team is trying to achieve - both for users and the

organisation
he problems you are trying to solve

hings the team will need to do in the next development phase

Creating a User Experlence Map

ser experlence map Provis

This will help your {éamiUnderstand:

o the user's experience from their point of view
o How users experience the current service
e How things work (or don t)
Interdependencnes - for example, betw
Pain points and where things are

A user experience map works best for services that take place over several weeks or
months (for example, applying for an aid program or business license) and involve:




Definitions not understood:

B transactions o US er
user research

data
pq rtiCipd ntS disoovery

user emotions

user story

user research brief

discovery phase
backlog

user research map
consolidated map ~ complete task
support tickets dummies data events cd rd

prioritise

. . . incomplete task
discussion guide prototype



Tone & content

Be more prescriptive.

Clear step by step so ppl can follow.
Thinking critically can be difficult.
Cross reference sections more.

Global Digital Marketplace




Should anything be removed?

“The document is very comprehensive, |
don’t think you need to remove anything but
you might want to consider a simplified
version for some audiences”

Participant 2

Global Digital Marketplace




What’s content is missing?

Differentiating qualitative vs quantitative.
Methods for participant recruitment.
Number of participants to test with.
Emphasising empathy.

Personas.

Global Digital Marketplace




Choosing research methods

The research process

1.
Understand
the problem

2.
Test
solutions

3.

Refine and
deliver
solutions

4,
d Ongoing

support

Who your users are and what they're trying to do

How they do it currently

The problems or frustrations they experience

What users need from your service to achieve their goal

How to define the scope of work

Improve the team’s understanding of users and their needs
Test different design ideas and prototypes with users
Validate or reject assumptions and hypotheses

Learn how to build or improve your service

Test the developing service with users

Understand and resolve usability issues

Assess people’s experience of using your service
Understand evolving user needs

Test new features, changes or improvements to your service



Lessons



Linking to

6/

Pieces of MAMPU (National Procurement
Agency in Malaysia) standards

Global Digital Marketplace



Tim Choy from Digital Penang said:

1. Openness to adapt to localised context
2. Access to GDS expertise

3. Consistency in delivery using agile
methods

Global Digital Marketplace



What areas of digital and technology
standards do you want to focus on?

Global Digital Marketplace
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Stds can be used as increase

: g3 Adoption of
BIEEETT Chideney- e  ioningdats Detter
& Vendor enable Common ST ECEs Information ¢ haesto data for
Performance real-time data workflow for to secure funding. and data ease data -
sharing stakeholders, security sharing machine
- learning
. Best practice -
Availability, quality, which ISO framework to
t f - scs
{%‘ﬁ %l't‘;:uﬁither quality standards e
I e smart or
traditional data. do you information
control . .
refer”ng? requirements It can
designate
responsibility
and
Where accountability
could for data.
ISO Standards - standards
Global ali t-
Enable e help you? Tracenbility and Q
international trade/ accountability -
lyse smart open data collaboration Continuous
- Imm
i procedures to kee
::ywlnpment sharing Up with current. Consistent
h e | to technologies look and feel
p Agile of services.
e define project
. H It can help H
How ?n:ﬂzn:c;nt qU al Ity Of drive adoption del:;e:;ly To help
standards . data to be of ‘new’ and methods .stablish
protect users ‘smart’ ways d
data? nkelieanias Quality u Sed of working. Stds can be goc: Stds can guide
to translate assurance summarised practises =
data between guides for developing
different Internal and Frameworks
languages/ External and Systems
Audits

agencies



Learning Outcomes

\/ Understand the importance of standards setting in digital transformation

Consider some areas where standards setting could be of use to your
\/ organisation.
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